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1. PAYMENTS  

 

1.1 EBA updates Single Rulebook Q&A on PSD2 

 

During the period 1 January 2021 to 31 March 2021, the European Banking Authority (EBA) updated its Single Rulebook Questions and 

Answers publication (Single Rulebook Q&A) on the Revised Payment Services Directive ((2015/2366/EU) (PSD2).  

 

The Q&As in respect of the following articles have been updated:  

 

 Article 2 - Scope; 

 

 Article 4 - Definitions; 

 

 Article 9 – Calculation of own funds; 

 

 Article 18 - Activities; 

 

 Article 66 – Rules on access to payment account in case of payment initiation services; 

 

 Article 87 – Value date and availability of funds; 

 

 Article 97 - Authentication; and 

 

 Article 98 – Regulatory technical standards on authentication and communication. 

 

The Single Rulebook Q&A can be accessed here. 

 

1.2 EBA publishes opinion on removal of obstacles to account access under PSD2 

 

On 22 February 2021, the EBA published an opinion on supervisory actions national competent authorities (NCAs) should take to ensure 

banks remove any remaining obstacles that prevent third party providers from accessing payment accounts, which restrict EU consumers’ 

choice of payment services (Opinion).  

 

The Opinion will contribute to a level playing field across the EU and to a consistent application and supervision of relevant requirements 

under PSD2 and the EBA Regulatory Technical Standards on strong customer authentication and common and secure communication 

(RTS). 

 

NCAs should first assess the progress made by ASPSPs in their respective jurisdictions. Where obstacles persist, the EBA expects that 

NCAs should take more effective supervisory measures to ensure compliance with the applicable law, including, but not limited to, 

revoking exemptions from the contingency mechanism already granted to ASPSPs and/or by imposing fines. 

 

By way of background, PSD2 requires ASPSPs to establish the access interfaces through which third party providers can access the 

customers’ payment accounts in a secure manner. The RTS require ASPSPs that have implemented a dedicated interface to ensure that 

the latter does not create obstacles to the provision of payment initiation and account information services.  

 

The Opinion can be accessed here. 

 

The RTS can be accessed here.  

https://www.eba.europa.eu/regulation-and-policy/single-rulebook/interactive-single-rulebook/5402
https://www.eba.europa.eu/sites/default/documents/files/document_library/Publications/Opinions/2021/963372/Opinion%20on%20supervisory%20actions%20for%20removal%20of%20obstacles%20to%20account%20access%20under%20PSD2.pdf
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32018R0389&from=EN
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1.3 European Commission consults on proposed EU-wide instant payments scheme 

 

In March 2021, the European Commission launched a number of consultations on a proposed EU-wide instant payments scheme 

(Proposal). The Proposal follows adoption by the European Commission, in September 2020, of a retail payments strategy for the EU 

within which the EU-wide instant payments solution was included as an objective. The aim of the Proposal is to foster pan-European 

market initiatives based on instant payments, which would ensure that anyone holding a payment account in the EU is able to receive 

and send an instant credit transfer to and from any other payment account in the EU.  

 

On 10 March 2021, the European Commission published for consultation its impact assessment on the Proposal (Impact Assessment).  

The European Commission is considering a number of policy initiatives, both legislative and non-legislative, to achieve the objectives 

outlined in the Proposal. The Impact Assessment assesses each of these options against criteria such as likely economic impacts and 

likely social impacts. The European Commission invited stakeholders to submit their feedback on the Impact Assessment, and the 

consultation period closed on 7 April 2021.  

 

The Impact Assessment can be accessed here. 

 

On 24 March 2021, the European Commission launched a targeted consultation on the Proposal. The consultation, in the form of a 

questionnaire, contains questions of a technical nature and aims to collect information from Payment Services Providers (PSPs) and 

providers of supporting technical services. The questionnaire can be accessed here. The targeted consultation period closes on 2 June 

2021. 

 

On 31 March 2021, the European Commission launched a public consultation on the Proposal, again in the form of a questionnaire, which 

can be accessed here. The public consultation period closes on 23 June 2021. 

 

The European Commission will use the consultation responses to determine whether to pursue the Proposal, and the form of the policy 

initiatives used to achieve its objectives. The Impact Assessment indicates that the European Commission will consider adopting a 

Regulation on instant payments in Q1 2022.  

 

2. DIGITAL FINANCE & CRYPTO-ASSETS 

 

2.1 Update on the proposal for a Regulation on a pilot regime for market infrastructures based on DLT 

 

On 2 March 2021, the European Economic and Social Committee (EESC) published its opinion on the Proposal for a Regulation on a 

pilot regime for market infrastructures based on distributed ledger technology (Proposed Regulation) (Opinion).  

 

The purpose of the pilot regime is to allow regulators to gain experience of the use of distributed ledger technology (DLT) in market 

infrastructures and to allow companies to test out solutions using DLT, for example by providing derogations from existing legislation. 

The Proposed Regulation forms part of the European Commission’s digital finance package, adopted in September 2020.  

 

In its Opinion, the EESC welcomed the Proposed Regulation. However, it indicated that the 5-year deadline within which the European 

Securities and Markets Authority (ESMA) is to provide a detailed report to the European Commission on the pilot scheme is too long and 

advised that the option of ending the pilot scheme following the ESMA report should be considered, phasing it out in a way that allows 

operators to gradually leave the pilot scheme and recoup as many of the costs incurred during the trial as possible. 

 

The Opinion can be accessed here.  

 

On 11 March 2021, the European Parliament Committee on Economic and Monetary Affairs (ECON) published its draft report on the 

Proposed Regulation (Report) setting out its recommendations to the European Commission. 

https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/12931-Instant-Payments-
https://ec.europa.eu/info/sites/info/files/business_economy_euro/banking_and_finance/documents/2021-instant-payments-targeted-consultation-document_en.pdf
https://ec.europa.eu/info/sites/info/files/business_economy_euro/banking_and_finance/documents/2021-instant-payments-consultation-document_en.pdf
https://data.consilium.europa.eu/doc/document/ST-6627-2021-INIT/en/pdf
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The Report supports the overall objectives of the Proposed Regulation, including its aim to provide legal certainty by establishing uniform 

requirements for operating DLT market infrastructures and to support innovation by removing obstacles to the application of DLT in the 

financial sector. However, the Report argues that in order to achieve these objectives, the Proposed Regulation should be amended in 

respect of its scope, to provide for a level playing field between entities competing inside the pilot regime, and to provide for an “early exit 

assessment” on a potential adjustment or discontinuation to the regime. 

 

The Report can be accessed here. 

 

2.2 Update on the proposal for a Regulation on Markets in Crypto-assets 

 

On 2 March 2021, the EESC published its opinion on the proposal for a Regulation on markets in crypto-assets (MiCA) (EESC Opinion).  

 

MiCA will replace existing national frameworks applicable to crypto-assets not covered by existing EU financial services legislation and 

will establish rules for ‘stablecoins’, including when these are e-money. It will establish uniform rules for crypto-asset service providers 

and issuers at EU level. MiCA forms part of the European Commission’s digital finance package, adopted in September 2020.  

 

The EESC welcomed MiCA, noting that the action taken is urgently needed to regulate a technology which is constantly and rapidly 

changing. However, the Opinion outlined concerns regarding its transitional measures, which provide for permanent exemption from the 

new regulatory requirements for crypto-assets that were already on the market before the regulation came into force. 

 

The EESC Opinion can be accessed here.  

 

On 19 February 2021, the European Central Bank (ECB) published its opinion on MiCA (ECB Opinion). The ECB welcomed MiCA, 

however noted that further adjustments were warranted relating to areas falling within the ECB’s fields of competence. 

 

The ECB Opinion can be accessed here. 

 

On 9 March 2021, ECON published its draft report on MiCA (Report) setting out its recommendations to the European Commission. The 

ECON Report sets out its suggested amendments to the text of MiCA. 

 

The Report can be accessed here. 

 

2.3 Update on the proposal for a Regulation on digital operational resilience for the financial sector 

 

On 9 February 2021, the European Supervisory Authorities (that is the EBA, EIOPA and ESMA) (the ESAs) published a joint letter on 

the proposal for a Regulation on digital operational resilience for the financial sector (Proposed Regulation) (Letter).  

 

The Proposed Regulation aims to introduce a harmonised and comprehensive framework on digital operational resilience for European 

financial institutions. The Proposed Regulation forms part of the European Commission’s digital finance package, adopted in September 

2020.  

 

The Letter was addressed to the EU co-legislators (that is, the European Commission, the European Parliament and the Council of the 

EU). In the Letter, the ESAs set out a number of amendments to the Proposed Regulation concerning its oversight framework to cover 

the ICT services that Critical Third-Party Providers (CTPPs) provide to the financial sector, addressing governance, resourcing, the need 

for coherence between oversight recommendations and follow-up work, and proportionality. 

 

The Letter can be accessed here. 

 

https://www.europarl.europa.eu/doceo/document/ECON-PR-689571_EN.pdf
https://data.consilium.europa.eu/doc/document/ST-6627-2021-INIT/en/pdf
https://www.ecb.europa.eu/pub/pdf/other/en_con_2021_4_f_sign~ae64135b95..pdf
https://www.europarl.europa.eu/doceo/document/ECON-PR-663215_EN.pdf
https://www.esma.europa.eu/sites/default/files/library/esa_2021_07_letter_dora_oversight.pdf
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On 2 March 2021, the EESC published its opinion on the Proposed Regulation (Opinion). The EESC welcomed the Proposed Regulation 

and offered a number of recommendations to enhance its effectiveness, including broadening the scope of its application and the 

alignment of its defined terms with existing guidelines issued by the ESAs.  

 

The Opinion can be accessed here. 

 

On 19 March 2021, ECON published its draft report on the Proposed Regulation, setting out its recommendations to the European 

Commission (Report). The ECON Report sets out its suggested amendments to the text of the Proposed Regulation, and highlights 

areas for improvement relating to proportionality, preserving competitiveness and futureproofing. 

 

The Report can be accessed here.   

 

2.4 Update on the proposal for a Directive amending existing EU financial services legislation in respect of crypto-assets and digital 

operational resilience 

 

On 2 March 2021, the EESC published its opinion on the proposal for a Directive clarifying and amending existing EU financial services 

legislation in respect of crypto-assets and digital operational resilience (Proposed Directive) (Opinion). The Proposed Directive forms 

part of the European Commission’s digital finance package, adopted in September 2020.  

 

The EESC welcomed the Proposed Directive, and the Opinion can be accessed here. 

 

On 22 March 2021, ECON published its draft report on the Proposed Directive (Report). The Report sets out its suggested amendments 

to the text of the Proposed Directive, and highlights areas for improvement in order to increase legal clarity and consistency. 

 

The Report can be accessed here.  

 

2.5 ESAs issue reminder to consumers on risks surrounding crypto-assets 

 

On 17 March 2021, the ESAs published a reminder addressed to consumers regarding the risks of crypto-assets (Statement). 

 

The Statement reminds consumers that some crypto-assets are highly risky and speculative, and that consumers must be alert to the 

high risks of buying/holding these instruments, including the possibility of losing all their money.  

 

The Statement also emphasises that the majority of crypto-assets remain unregulated in the EU. This means that consumers buying 

and/or holding these instruments do not benefit from the guarantees and safeguards associated with regulated financial services.  

The Statement notes that in September 2020, the European Commission presented a legislative proposal for a regulation on MiCA and 

reminds consumers that the proposal remains subject to approval and that consumers do not currently benefit from any of the safeguards 

foreseen in the proposal.  

 

The Statement can be accessed here. 

 

2.6 EPC publishes updated guidelines on cryptographic algorithms usage and key management 

 

On 16 March 2021, the European Payments Council (EPC) published a new version of its guidelines on cryptographic algorithms usage 

and key management (Guidelines). This version of the Guidelines, version 10.0, replaces version 9.0, published in March 2020. 

 

The first section of the Guidelines specifies a number of recommendations and best practices on cryptographic algorithms, security 

protocols, confidentiality and integrity protection and key management. Further detailed background information may be found in the 

subsequent sections of the document. 

 

https://data.consilium.europa.eu/doc/document/ST-6634-2021-INIT/en/pdf
https://www.europarl.europa.eu/doceo/document/ECON-PR-689801_EN.pdf
https://data.consilium.europa.eu/doc/document/ST-6634-2021-INIT/en/pdf
https://www.europarl.europa.eu/doceo/document/ECON-PR-689790_EN.pdf
https://www.eiopa.europa.eu/sites/default/files/publications/crypto-asset-risks-esa-update.pdf
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In this version, updates have been made regarding the usage of some algorithms and security protocols, and the sections on quantum 

computing, distributed ledger technology have been reviewed and updated as needed, including new background information. 

 

The purpose of the Guidelines is to provide guidance to the European payments industry in the field of cryptography algorithms and 

related key management issues.  

 

The Guidelines can be accessed here. 

 

3. CYBERSECURITY 

 

3.1 Update on EU cybersecurity strategy 

 

On 22 March 2021, the Council of the EU adopted conclusions on the EU’s cybersecurity strategy for the digital decade (Conclusions). 

The strategy was first presented by the European Commission in December 2020. The aim of the strategy is to bolster Europe’s collective 

resilience against cyber threats and help to ensure that all citizens and businesses can fully benefit from trustworthy and reliable services 

and digital tools. 

 

In the Conclusions, the Council highlights a number of areas for action in the coming years, including: 

 

 The creation of a network of security operation centres across the EU to monitor and anticipate signals of attacks on networks; 

 

 The implementation of the EU 5G toolbox measures and to continue efforts to guarantee the security of 5G networks; and 

 

 The need to accelerate the uptake of key internet security standards. 

 

The European Commission is continuing to develop two legislative proposals on cybersecurity: 

 

 A Directive on measures for a high common level of cybersecurity across the Union (revised NIS Directive); and  

 

 A Directive on the resilience of critical entities.  

 

The Conclusions can be accessed here.  

 

4. THE CENTRAL BANK OF IRELAND  

 

4.1 Central Bank launches consultation on new methodology to calculate funding levies payable by payment and e-money 

institutions 

 

On 16 February 2021, the Central Bank of Ireland (CBI) published Consultation Paper 137 on its new methodology to calculate funding 

levies payable by payment institutions and e-money institutions (CP137).  

 

The CBI has proposed that, from the 2020 levy period onwards, firms will be charged a levy comprising of a flat fee and a variable 

element. The charging structure will be reflective of the prudential, conduct and AML/CTF risks attributable by the CBI to each firm. The 

flat fee will be determined annually, and the variable element will be based on either the total value of annual transactions or a combination 

of the total value of annual transactions and average value of user funds held. 

 

https://www.europeanpaymentscouncil.eu/sites/default/files/kb/file/2021-03/EPC342-08%20v10.0%20Guidelines%20on%20Cryptographic%20Algorithms%20Usage%20and%20Key%20Management_0.pdf
https://data.consilium.europa.eu/doc/document/ST-6722-2021-INIT/en/pdf
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The current approach to calculating levies is based on a combination of PRISM impact categories and scores and applies a banded or 

tiered approach to pricing.  

 

The case for a new levy methodology centres on a need to take account of the changing landscape in the payments marketplace, revisions 

to the CBI’s PRISM risk models and a funding strategy which aims to achieve a predictable, transparent and proportionate approach to 

the calculation of levies. 

 

The CBI is seeking the input of stakeholders, and the consultation period is open until 16 April 2021. 

 

CP137 can be accessed here. 

 

4.2 CBI proposes new cross-industry guidance on outsourcing 

 

On 25 February 2021, the CBI published Consultation Paper 138 on Cross-Industry Guidance on Outsourcing (CP138). The draft 

Guidance is contained in Schedule 1 to CP138 (Guidance). The publication of CP138 follows on from the publication of the CBI discussion 

paper ‘Outsourcing – Findings and Issues for Discussion’ in November 2018. 

 

The Guidance sets out the CBI’s minimum supervisory expectations regarding effective governance, risk management and business 

continuity processes that should be applied by firms when using outsourcing as part of their business model and aims to reduce the 

occurrence of risks such as financial instability and consumer detriment. The Guidance also seeks to remind boards and senior 

management of their responsibilities when considering outsourcing as part of their business model. 

 

The Guidance, once finalised, will apply to all financial services providers regulated by the CBI. The CBI intends to publish the finalised 

Guidance in 2021. 

 

The CBI is inviting stakeholders to submit feedback on the Guidance. The consultation period closes on 26 July 2021, and feedback may 

be submitted by email to outsourcingfeedback@centralbank.ie. 

 

Please see the Dillon Eustace briefing paper entitled “Central Bank proposes new cross-industry guidance on outsourcing”. The Dillon 

Eustace briefing paper can be accessed here. 

 

CP138 can be accessed here, and the Guidance can be accessed here.  

 

5. ANTI-MONEY LAUNDERING (AML) AND COUNTERING THE FINANCING OF TERRORISM (CFT) 

 

5.1 EBA publishes revised Guidelines on AML/TF Risk Factors 

 

On 1 March 2021, the EBA published its final revised Guidelines on ML/TF risk factors, taking into account changes to the EU AML/CFT 

legal framework and addressing new ML/TF risks (Revised Guidelines). The Revised Guidelines strengthen the requirements on 

individual and business wide risk assessments, as well as CDD measures, adding new guidance on the identification of beneficial owners, 

the use of innovative solutions to identify and verify customers’ identities, and how financial institutions should comply with legal provisions 

on enhanced customer due diligence related to high-risk third countries. The Revised Guidelines are addressed to both financial 

institutions and supervisory authorities. 

 

Please see the previous Dillon Eustace briefing paper on this topic which can be accessed here.  

 

The next steps are for the Revised Guidelines to be translated into the official EU languages and published on the EBA website. The 

deadline for competent authorities to report whether they comply with the Revised Guidelines will be two months after the publication of 

https://www.centralbank.ie/docs/default-source/publications/consultation-papers/cp137/cp137-consultation-paper-for-new-levy-methodology-for-payment-e-money-institutions.pdf?sfvrsn=2
mailto:outsourcingfeedback@centralbank.ie
https://d1psi0oaxrchqd.cloudfront.net/files/Central-Bank-proposes-new-cross-industry-guidance-on-outsourcing.pdf?mtime=20210305155826&focal=none
https://www.centralbank.ie/docs/default-source/publications/consultation-papers/cp138/cp138-consultation-on-cross-industry-guidance-on-outsourcing.pdf?sfvrsn=5
https://www.centralbank.ie/docs/default-source/publications/consultation-papers/cp138/draft-cross-industry-guidance-on-outsourcing.pdf
https://www.dilloneustace.com/uploads/files/Anti-Money-Laundering-Risk-Factor-Guidelines-to-be-revised.pdf
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the translations. The Revised Guidelines will apply three months after publication in all EU official languages. We expect that the CBI will 

report that they intend to comply in full. Upon the date of application, the Revised Guidelines will repeal and replace the original guidelines 

(JC/2017/37).  

 

The announcement published by the EBA can be accessed here. 

 

The Revised Guidelines can be accessed here. 

 

5.2 EBA issues opinion on the risks of ML and TF affecting the EU’s financial sector 

 

On 3 March 2021, the EBA issued an opinion on the risks of money laundering and terrorist financing affecting the EU’s financial sector 

(Opinion). 

 

The Opinion examines cross-sectoral risks such as those associated with virtual currencies, crowdfunding platforms, the provision of 

financial products and services through FinTech firms, weaknesses in CFT systems and controls, supervisory divergence, de-risking, and 

divergent approaches to tax-related crimes. The Opinion goes on to examine sector-specific risks.  

 

The Opinion also addresses ML/TF risks that have arisen in the context of the Covid-19 pandemic. The Opinion notes that the pandemic 

illustrates how new ML/TF risks can emerge unexpectedly, impacting firms’ ability to ensure adequate AML/CFT compliance and NCAs’ 

ability to ensure the ongoing supervision of firms in the current context of restrictions on movement. The Opinion recommends that risks 

associated with Covid-19 require immediate attention and monitoring by NCAs. 

 

The Opinion can be accessed here. 

 

5.3 EBA issues consultation paper on risk-based supervision under AMLD 4 

 

On 17 March 2021, the EBA issued a consultation paper on draft guidelines on the characteristics of a risk-based approach to AML and 

TF supervision, and the steps to be taken when conducting supervision on a risk-sensitive basis, produced under the Directive on the 

prevention of the use of the financial system for the purposes of ML or TF ((EU) 2015/849) (AMLD 4) (Guidelines).  

 

The Guidelines propose to amend the first iteration of the guidelines published in 2016. The proposed amendments address the key 

challenges for supervisors when implementing the risk-based approach. The Guidelines, amongst other recommendations: 

 

 emphasise the need for NCAs to conduct comprehensive risk assessment at sectoral and sub-sectoral level to support their 

identification of risk areas that require more attention; 

 

 explain the different supervisory tools available to NCAs and provide guidance on selecting the most effective tools for different 

purposes; and  

 

 emphasise the importance of a robust follow-up process and set out different aspects that NCAs should consider when determining 

the most effective follow up action. 

 

The EBA is seeking feedback from stakeholders on the Guidelines, the consultation period is open until 17 June 2021. The EBA intends 

to finalise the Guidelines following conclusion of the consultation. The Guidelines will become applicable three months after publication 

in the official EU languages, at which time the existing guidelines will be repealed.   

 

The Guidelines can be accessed here.  

 

 

 

https://www.eba.europa.eu/eba-publishes-final-revised-guidelines-money-laundering-and-terrorist-financing-risk-factors
https://www.eba.europa.eu/sites/default/documents/files/document_library/Publications/Guidelines/2021/963637/Final%20Report%20on%20Guidelines%20on%20revised%20ML%20TF%20Risk%20Factors.pdf
https://www.eba.europa.eu/sites/default/documents/files/document_library/Publications/Opinions/2021/963685/Opinion%20on%20MLTF%20risks.pdf
https://www.eba.europa.eu/sites/default/documents/files/document_library/Publications/Consultations/2021/Consultation%20on%20revised%20Guidelines%20on%20risk-based%20AML-CFT%20supervision%20/964006/CP%20on%20the%20revised%20Guidelines%20on%20Risk-Based%20Supervision.pdf
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5.4 Criminal Justice (Money Laundering and Terrorist Financing) (Amendment) Act 2021 and its implications for crypto-assets 

 

On 18 March 2021, the Criminal Justice (Money Laundering and Terrorist Financing) (Amendment) Bill 2020 (Act) was signed into law. 

The purpose of the Act is to transpose the criminal justice elements of the Directive amending AMLD 4 on the prevention of the use of 

the financial system for the purposes of ML or TF ((EU) 2018/843) (Fifth EU Anti-Money Laundering Directive or AMLD 5) by amending 

the Criminal Justice (Money Laundering and Terrorist Financing) Act 2010 in line with AMLD 5. In addition, following commencement of 

the Act, crypto-asset services will for the first time become subject to regulation in Ireland.  

 

The new legislation introduces the concept of a “virtual asset service provider” (VASP) into Irish law. A VASP is defined as a person or 

firm who by way of business carries out one or more of the following activities on behalf of another: 

 

 exchange between virtual assets and fiat currencies; 

 

 exchange between one or more forms of virtual assets; 

 

 transfer of virtual assets, that is to say, conduct a transaction on behalf of another person that moves a virtual asset from one 

virtual asset address or account to another; 

 

 custodian wallet provider, that is to say, provide services to safeguard private cryptographic keys on behalf of customers, to hold, 

store and transfer virtual currencies;  

 

 participation in, and provision of, financial services related to an issuer’s offer or sale of a virtual asset or both. 

 

VASPs are now required to register with the CBI for AML/CFT purposes by submitting an application form together with supporting 

documentation. The CBI will undertake a detailed assessment of a proposed VASP’s policies and procedures, risk assessments, 

ownership and organisational structure and other relevant information before granting registration.  

 

VASPs are now subject to the same AML/CFT requirements as other financial service providers. Incumbent or proposed VASPS should 

review and prepare their AML/CFT frameworks to comply with the ongoing AML/CFT requirements. Transitional arrangements apply to 

those already operating as VASPs. Such VASPs can continue to provide services but must apply to be registered no later than three 

months following commencement of the transitional provisions provided for in the Act (likely July 2021). 

 

The Act is not yet in force, however it is expected to be commenced soon. The final text of the Act can be accessed here. 

 

5.5 FATF launches consultation on updated guidance for a risk-based approach to VAs and VASPs 

 

On 19 March 2021, the Financial Action Task Force (FATF) published for consultation draft updated guidance for a risk-based approach 

to virtual assets (VAs) and VASPs (Guidance). The Guidance was originally published in June 2019.  

 

The update aims to address issues related to emerging business models and technologies in six main areas: 

 

 clarify the definitions of VAs and VASPs; 

 

 provide guidance on how the FATF Standards apply to so-called stablecoins; 

 

 provide additional guidance on the risks and potential risk mitigants for peer-to-peer transactions; 

 

 provide updated guidance on the licensing and registration of VASPs;  

 

http://www.irishstatutebook.ie/eli/2021/act/3/enacted/en/pdf


 Payments, E-Money and Virtual Assets | Quarterly Legal and Regulatory Update | 1 January 2021 – 31 March 2021 

© 2021 Dillon Eustace. All rights reserved.  10 

9912167v4 

 provide additional guidance for the public and private sectors on the implementation of the ‘travel rule’; and  

 

 include principles of information-sharing and co-operation amongst VASP supervisors.  

 

The Guidance has also been updated to reflect the passage of time and the publication of other relevant FATF reports. The update aims 

to maintain a level playing field for VASPs, in line with existing standards applicable to financial institutions and other AML/CFT-obliged 

entities, as well as minimise the opportunity for regulatory arbitrage between sectors and countries.  

 

The consultation closes on 20 April 2021, and can be accessed here. 

 

6. DATA PROTECTION 

 

6.1 EDPB adopts joint opinions on new standard contractual clauses  

 

On 14 January 2021, the European Data Protection Board (EDPB), and the European Data Protection Supervisor (EDPS) adopted joint 

opinions on two sets of standard contractual clauses (SCCs). The SCCs were first published by the European Commission on 12 

November 2020 (Opinions). The Opinions relate to SCCs: 

 

 for transferring personal data to non-EU countries (Third Country SCCs); and  

 

 between controllers and processors located in the EU (Controller-Processor SCCs). 

 

The Third Country SCCs will replace the existing SCCs in place and aim to ensure that the level of protection of personal data ensured 

by the GDPR, when transferred to a third country, is not undermined. The Controller-Processor SCCs are new and aim to ensure 

harmonisation and legal certainty in relation to the contract between a controller and processor that a controller is obliged to impose under 

Article 28 GDPR. 

 

The EDPB and the EDPS welcomed the Controller-Processor SCCs, however requested several amendments, including clarity regarding 

the “docking clause” and other aspects relating to obligations for processors. The EDPB also suggested that the Annexes to the SCCs 

clarify as much as possible the roles and responsibilities of each of the parties with regard to each processing activity. 

 

The EDPB and the EDPS also welcomed the Third Country SCCs, however requested amendments regarding the scope of the SCCs, 

certain third-party beneficiary rights, certain obligations regarding onward transfers, and the notification to the Supervising Authority. The 

EDPB and the EDPS advised that where ad-hoc supplementary measures are required in order to ensure that data subjects are afforded 

a level of protection equivalent to the GDPR regime, the Third Country SCCs should be used alongside the EDPB recommendations on 

supplementary measures (EDPB Recommendations). The next step is for the European Commission to formally adopt a decision 

incorporating the finalized SCCs.  

 

The EDPB joint opinion on Third Country SCCs can be accessed here. 

 

The EDPB joint opinion on Controller-Processor SCCs can be accessed here. 

 

The EDPB Recommendations are available here.  

 

6.2 EDPB adopts Guidelines on examples regarding data breach notification 

 

On 14 January 2021, the EDPB adopted Guidelines 01/2021 on Examples regarding Data Breach Notification (Guidelines). The 

Guidelines address a range of data breach notification cases such as ransomware, data exfiltration attacks, internal human risk source, 

http://www.fatf-gafi.org/publications/fatfrecommendations/documents/public-consultation-guidance-vasp.html
https://edpb.europa.eu/sites/edpb/files/files/file1/edpb_edps_jointopinion_202102_art46sccs_en.pdf
https://edpb.europa.eu/sites/edpb/files/files/file1/edpb-edpsjointopinion01_2021_sccs_c_p_en.pdf
https://edpb.europa.eu/our-work-tools/public-consultations-art-704/2020/recommendations-012020-measures-supplement-transfer_en
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lost or stolen devices and documents, postal errors and social engineering. In each case, the Guidelines highlight good and bad practices, 

offer advice on how risks should be identified and assessed, and offer advice regarding when the controller should notify the Supervising 

Authority and/or the data subjects.  

 

The purpose of the Guidelines is to help data controllers in deciding how to handle data breaches and what factors to consider during 

risk assessment.  

 

The Guidelines are intended to compliment the Article 29 Working Party Guidelines on Personal Data Breach Notification under the 

GDPR, issued in October 2017, by offering more practical advice. 

 

The EDPB sought stakeholder’s views on the Guidelines. The consultation period closed on 2 March 2021.  

 

The Guidelines can be accessed here. 

 

6.3 Council agrees its position on new ePrivacy rules 

 

On 10 February 2021, the Council of the EU agreed its negotiating mandate on the Proposal for a Regulation concerning the respect for 

private life and the protection of personal data in electronic communications and repealing Directive 2002/58/EC (draft ePrivacy 

Regulation) (Negotiating Mandate).  

 

The draft ePrivacy Regulation will repeal Directive 2002/58/EC concerning the processing of personal data and the protection of privacy 

in the electronic communications sector (ePrivacy Directive). 

 

The draft ePrivacy Regulation aims to build on the existing ePrivacy Directive which ensures the confidentiality of communications and 

respect for private life in the electronic communications sector. The draft ePrivacy Regulation reflects the technological developments 

that have occurred since the last revision of the ePrivacy Directive in 2009, for example the increased reliance on internet-based 

communication services such as Voice over IP and instant messaging.  

 

The Council of the EU will now commence talks with the European Parliament on the final text.  

 

The text of the Negotiating Mandate can be accessed here. 

 

6.4 European Commission publishes draft adequacy decision for transfers of personal data to the UK 

 

On 19 February 2021, the European Commission published a draft adequacy decision for transfers of personal data to the UK under the 

Regulation on the protection of natural persons with regard to the processing of personal data ((EU) 2016/679) (General Data Protection 

Regulation or GDPR) (Decision).  

 

The Decision concludes, following assessment by the European Commission that the UK ensures an essentially equivalent level of 

protection to that guaranteed under the GDPR. 

 

The European Commission is now required to obtain an opinion from the EDPB and obtain the green light from a committee composed 

of representatives of the EU member states. Following this, the European Commission may proceed to adopt the Decision.   

 

Once the Decision is adopted, it will be valid for a first period of four years. After four years, it will be possible to renew the adequacy 

finding if the level of protection in the UK continues to be adequate. 

 

Until the Decision is adopted, data flows between the EEA and the UK may continue pursuant to the interim regime agreed in the EU-UK 

Trade and Cooperation Agreement. This interim period expires on 30 June 2021. 

 

https://edpb.europa.eu/sites/edpb/files/consultation/edpb_guidelines_202101_databreachnotificationexamples_v1_en.pdf
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CONSIL:ST_6087_2021_INIT&from=EN
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The European Commission has followed a similar procedure in respect of the Directive on the protection of natural persons with regard 

to the processing of personal data by competent authorities for the purposes of the prevention, investigation, detection or prosecution of 

criminal offences ((EU) 2016/680) (Law Enforcement Directive). 

 

The Decision can be accessed here. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://ec.europa.eu/info/sites/info/files/draft_decision_on_the_adequate_protection_of_personal_data_by_the_united_kingdom_-_general_data_protection_regulation_19_feb_2020.pdf
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If you have any questions in relation to the content of this update, to request copies of our most recent newsletters, briefings or articles, 

or if you wish to be included on our mailing list going forward, please contact any of the team members below. 

 

 

Keith Waine 

E-mail: keith.waine@dilloneustace.ie  

Tel : + 353 1 673 1822  

Fax: + 353 1 667 0042 

 

Karen Jennings 

E-mail: karen.jennings@dilloneustace.ie 

Tel : + 353 1 673 1810  

Fax: + 353 1 667 0042 

 

Rose McKillen 

E-mail: rose.mckillen@dilloneustace.ie 

Tel : + 353 1 673 1754 

Fax: + 353 1 667 0042 

 

Laura Twomey 

E-mail: laura.twomey@dilloneustace.ie 

Tel : + 353 1 673 1848  

Fax: + 353 1 667 0042 

 

Seán Mahon 

E-mail: sean.mahon@dilloneustace.ie 

Tel : + 353 1 673 1707  

Fax: + 353 1 667 0042 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

DISCLAIMER: 

 

This document is for information purposes only and does not purport to represent legal advice. If you have any queries or would like 

further information relating to any of the above matters, please refer to the contacts above or your usual contact in Dillon Eustace. 
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